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(57)Abstract: 

PROBLEM TO BE SOLVED: To improve the security by allowing only a 
mobile host pertaining to its own organization to access the its own 
organization externally in the communication based on a virtual internet 
protocol. 

SOLUTION: A fire wall 300 and a mobile host 24 store respectively the 
same key information and the same arithmetic operation method, and when 
the mobile host 24 moves from a network 21 and connects to a broad area 
network 23 and sends a packet to a host 25, the host 24 confirms 
authentication information based on the key information and information 
included in a header of the packet and sends packet including it in its 
header information. The fire wall 300 relays a racket when the 
authentication information calculated similarly based on the key 
information and the header information of the packet from the mobile host 
24 is matched with the authentication information included in the header 
information. 
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^^'^mmmmiriftLxt^^^t^^ mi^mia^j^-y }•r,- 
mitim 1 'Di^m^mzx'. xm^$tirzmfs.m 1 ©^.n 

tzmmmmnt. summon mi)^h<omti^<^^y sw-^-^ 
^mmzm-^^^x. nt!mmm:»mz^vt^xm2<D^i!Em 

^^mi<ommmnt. mmm2(D^sEi^nt'S:tt^-i- 

4 ] ^lEII 2 (^^ h 7 fcjt, 1 S IS 

iaiifg^acofl(riei*^#gfc{^j:ij, saisig 2 V 

-^-W*«2)59t«$ixAcit, gf,gg^2 0^:v S^- 
L, ^sa^s' ^7-^^>^7^-^c^^;t^tw5rcf^ 
ursf^Lfci$m^*>f>ov<^.;, f,^^ SfrSE^s' ^I7- 



S i t Sr#®t-r5l»3je^ 6 J;fS4£(OiimiJg. 
[0 00 1] 

lO 0 0 2] 

^S'l oo^c:fc^,^Ttt. mm(0^'yht7~ir^i^-^^^^ 
^ (network i/f) 1 a 1 c coV^-r*V;S> j; *3 §fi L 

(output network i/f selector) 2 J:-DT*iSix 
^i>mz(t, (routing table) 3-dS*tJffi$tV 

So 

^^20 0a)mBS.m^^^-r^a^yi.^-^^i,^ iiSLtJ: 
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1 i;4Sf+An$JxTt^s, 

[ 0 0 0 4 1 1 1 yN'>r 

10 0 0 51 

[0 0 0 6] *3seq»*r<oj: 

[0 0 0 7] 

tg2cDKIiEWf«i:Srit«H-«H:«!^®t. ifctft^gijcj: 

10 0 0 8] 6 Ji|e«Wiim$^g«, ^ s/ h r7_ 

saE^&i:, mm^mzn'o. ^<^y 
[00 0 9] ss*« 1 »cfE«(r)iaft->^7^A JrtJ^^T 



5 «tf «*3 J: t/Si[»^rfe i (M-co t <^ «r lEtt L TV > 5 
[0 0 10] lt*«6fcte«<^iSfgggf^:fav,-^,j; |g 

[0011] 

too 1 2] -r/ijD*,. ii3R^llC|2«<7)iift>>X7^A 
fix ^1 f-r7-^r la 1 h 7 

mm(D:^ 5, f. r7_>5, 2 1) iJiifigg (fiiilxf*, 0 I ff) 

yhV—^<omm^ 1>2 4) 

d^?)|g2C0^3/ hr7_^,<^g^j^ laiiT)*:;^ 

l;*3^^r, iSft^«, ^S©fliffisi*i2«-r.5|Ri(DfE 
Jg^s (0ij;ti^, ig2<Df2igSi5 2 4 a) m^nmu 

:^«fe«riE1gL. Bl»ffiti^lS:tcta«$ti,^c«Ht«t, 
mArf, El2(73S|RaB2 4 b) IB105R 

iSSftsiJ2 4c) t«rfii;t, ii{t^B(±, mmmi:m^ 

-t-5?B2<^)fetg^a: (^i^jj, 0 3(DS8ii|§3 1) i:, 
«»*-&S:ieigL. M2<^tEig^®|ciettS$n;t«^« 

©«»;^&|j:t« oTiK 2 rosg|Ei»««rSl»-r 5 |g 2 «5m 
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2 0^liEft«t«rtfc«f-5tt:«^S (mKtl. m3<D^ 
loo 13] iS*«3(cfEttcoiim->^xi^«. iifts^ 

[0 0 14] S«*Ig6(C|e«(Oiift^@|i, m^a^^^y 
r i J: I) , ^ h r7_^ r^^^,.^ ,^ 

[0 0 151 ^SfeC<^|E«(±, #^i^^±|2Lfc 

(VIP: Virtual Internet Protocol) {io^^T 
10 0 17] VI Pt«, {5Lmm7r^=F (r KU-^^) 

[0 0 18] i-r, -fB^=>e^_ 
[0 0 191 -ttmrnm^m^mmt-i^nn', Mf^o^} 

M-aWcoKSJ^^i: LTV I pr Ki'^^Sr^A-f-i 
(0 0 2 0J VI PrKw-^ct , prKu>.tt, (sjl-<o 

[0 0 2 1] VI PTKU>^*.f,i PTKU^'-cO^j, 



f>^-«r3a-r^J:<ft97t«,»C. V l Pg-CAMT (Addr 
ess Mapping Table) trntHt^if^ 5' «rj$0 J: 5 

tt, viPTKu;., iPTKux, 
[0 0 2 2] ^SS^r^e-^-^ m^(£^ mi (0^9,4, 

^h24) iimm-r^^<^y}.<o^.y^(^fi^ ^^^^^^ 

f^-^,^V I Pr KUX (|g4<^^|ft:i.;=^ MSglJ^fC 
S*lS1-5) IPTKU^ (ia4<^i^ft;,.^ KxKl. 

f<^V I PT KU^ir I PT KU^^tgg;^,^^^^ 

[0 0 2 3] rpipirtr, mmtLxmm='>t:^ 
[0 0 2 4] viPTKi^^tt, ^^Bt0c^^L/^^^#^ 

•C*>5fc*, i^fii^ro<a<D=ii^f :x-^cov I PT K 

t^^-i^oSISiJ^ (V I PTF^^) ^K^L. 0f^« 
-^r - * j^ft-r 5 r t li^g 

TfcS, dixlcii). SW^Vf ^-^fi, VIPTK 

[0 0 2 5] -tc-c. r(©V I PJ^»ffclrS|iEt8«Sr« 

[0 0 2 61 ^(OitlfiiZ^ ZZ-Vlt: Keyed MD 
(Message Digest) 5 i:l^im5:^2CS:ffiV>5 tOSirf 

Sfi«7^-^'2>>e,. 16;^^'-7's,h (I28f.;/f.) 05 
7^-^ (MD) i:±f&-ti, MD5<ii5ia»i(st^i54$ 

[0 02 7J Keyed MOXtt. C^m='> 
f^-^) tSftdO ($f§=.i^f^-^) -cfif^6«t (Se 
cret Key) Sr*;^-*- 5. ■^mm-Ctty'—f [zmiS»^i4- 
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lO 0 2 8 J m^ii^. m<n:=^>\f^-^}tS^(OV I P 
TKV-^. IPTKu;^, r h^u:^y<^--i;>^^^^ AMT 

h (l 6 0 b--^ h) >5?(-^ 1 2 8 IT-/ h 

[0 0 2 91 ^i&^^.t'^-^ (i^m^Vfcr- 

^) ^^ib^ivt:'^— ^j^cojgt-^^iy ^^-->;^co>^T-^' 

[0 0 3 0] ^^e^(?:>ii{tV;:<y^i^$rigffiL^c 

^W^<D^ y h^ — ^ (Local area networks in an or 
ganization) 2 1 fi, :7 r T — ( F W) 300 
LTi^ac^5^ hr; — ^ (Wide area network) 

^.r7_^ 2 1 (Cti. (H) 2 5id?«ij^$iT.TV^ 

^i/l^ (VIP: Virtual Internet Protocol) fcS-5V^ 

10 0 3 11 021^. 01 t>l77^L/5:^ib;^>^ h (MH : 
Mobile Host) 2 4 (?D«^0*|$r^ LTV^S^ IStSSii 2 4 
a»i. It5«« (Secret Key) =^|2{g-r 5 J: 5 t::/^ ^ 
V>5o S»«FB2 4b(i. 0*1^1^, -Mc7?^ac:y^i^A(^:> 
mn:^m (0ii;tfi\ MD (Message-Digest) 5) ^|2tg 
L, fa«Sf!2 4 a tc|S!ai$ix;^8^«i, ^tS-T^^y^ 

/c, i£g:ftSi5 2 4 cl^, «»652 4 b(CJ:oTilJ»$n 
h^SEi^4r>'<<*r hc^J^ty ^Ic^ft^r Sift L 

[0 0 3 2J 03(i, miiz^{.tc::^T^r^^''/U3 
;*--/U3 0 0(C:^V>T«. ® 1 O t;i^i^ L/h^$*<?5^ T >f 

r ^7>r-/u2 0 o^c*5v^r. ^mu/ii^'^^ro/ ^£^?y>:>y•,y 

(Authenticator) 3 1 ^ $ ibt^^tt -5 J: 9 JC LTl ^ 

So 

[OO 3 3] ®iESS3 n^, ^gb;?^^ h 2 4 ;0S^-r-5 t> 
CO<i:l^— (OSJ^ii (Secret Key) . *3 J:t/— ao^a: 

(^;tl^, MD5) ^IrlStgEU. m&rT 



^<^ y hfdn^^ M?S:S3(CS-51/>t^S:L/c:^ ';/ h7 
— >^ 1 a:/!;Ml c (7)^^TH75^^^^LT. 

h^7-^ 2 1 ic^j^f 6 J: 5(^:/^^^^Tv^5o 
[0 0 3 41 (7)ftfee7)^^{^^ 1 0 LT_ti^ L 

- [0 0 3 51 0iJx.fl. fe5ll«l(^)^:y K!7-^ 2 1 |-J^ 

i^rtax. Ki7"i7 2 3ici^j^L. mmt^:^v 

2 4;iiP>r(7)#i&7^;;^ h 2 4;65JgLXV^5^:y hy — ^ 

[0 0 3 61 ^<^^^. ^myH^h2 4 t^T^ 

r'^;*--/U3 0 0»i:, iF^2^)m^(^|g®« (Ks) ^r^^ 

[0 0 3 71 wrxal^t*i^5^^'^.y hf^. m^. 

^<^y V^y^U\%^h\Z.^ i^ft/J^x hr (Sour 
C0 Address) (I PT KU;^) , i^d^^;^ hl^S'J^ (So 
urce Identifier) (V I PT KU;^) , 'Mti^T^ VT 

KU-;^-'^— V (Source Address Version) , ^ ^ J>. 

(Timestamp) , 3^ft7}t>^ h«ggE^ (Source Ho 
St Authenticator) , Sft'l^^^ hT Kl^>^ (Destinatio 
n Address) ( I PT KU^) . Sft^^ hSfcSW (Des 
tination Identifier) (V I PT Kl^:?^) , :Jc3<tr/$ 
fi^J^ Ku;^>'<— v?3 (Destination Address Ve 
rsion) ^^^-i^ ^ — K<t * tLX^.^-5, 

[0 0 3 81 r-X;- iH^^sJ^ hlSlE^li. ^;tfl, 

t?5i:5(wLXtl-3¥t-6ci;d?X#^o r*^^. iif§;J> 
mm^m (Ks) ^iS*gLX^fbn;fe7^-^^t;:. 0y;ttf. 

MD 5 (Message Digest 5) (SO J: 5 >*^T/Urf y Xix(cS 

[ 0 0 3 91 -hlSMD 5C0to(-. JJc^ J: 9 /^TT/U 

^yXA, 0^x.»l, DES (Data Encryption Standar 
d) (National Bureau of Standards FTPS Publication 
46,1977) , FEAL (Fast Encryption ALgori then) 
(S. Miyaguchi. The FEAL cipher family. Lecture Not 
es in Computer Science, 537(1001), pp627-638. (Adv 
ances in Cryptology - CRYPTO '90)) (D^o^l'^^VC 
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r/U^yXi., *,5^^ttMD4 (Message Digest algor 
ithm) (R. L Rivest. The l!D4 message digest algorit 
hm. Ucture Notes in Coaiputer Science. 537(1001), 
303-311. (Advances in Cryptology - CRYPTO '90)) ^ 
SHS (Secure Hash Standard) (SecureHash Standar 
d. National Bureau of Standards FTPS Publication 1 
80. 1993) (DJiofj:^ -t- i^y^ ^ h T/Urr y X 
^Srffiffit5Ct2)Sr#5. DES, FEALIC 

■<J , 1 9 9 3¥7flj I^I^LV^ 
1004 0] 9:{Z^ mSiCTHL-^^a-^^-y^^ff^ 

[ 0 O 4 IJ ^i&;ft^ h 2 4 J; •? mit^i\,1t^<^v h 

7*->^ia (03) icA;^$ixs. -t^iioh. z<om 
[0 0 4 2] ^r-rr^^^j—zwa 0 0054:5/ hr?-^^ 

2(C*5^^T. SK*3iiJ:«3, *«^^/iX>r-;y h-Cfo 

5d^*»;45!|aj^$ix5„ ^r-fT!?;*— /US 0 

[ 0 0 4 3 I ^ 5, h !7^>5r 2 1 rtJ^, y<^.;. 

[00441 X7^s,rs4 «c:*jv^r«, x-y.^ hmsm 

^T-s^rs 1 JCM"?. ^T'i'T's 1 J: ijjeit|ij,^4a,a;SS» 

[0 0 4 51 ^T'^'T's 6ir*J^^rl±, z^T><r<y*- 
^3 0 0«r«fiei-5SliE|§3 urj:»), ^f^i/^silc 



(4, ^ift*^ f> 2 4 ?)SW-rse«®i3J:c/-S<D^^ 5, 
(01J^tfMD5) ti^-^t,^^;^^^ 
T*>r). i<^58i««i:.<4r.^H3,^gg^5^,^.^^^^ 

^Wf^^i.t,, X^tzMWift^:^ V 2 4 icJoVv-cfTiph- 

[0 0 4 6] ^LT. r<otf»ic:J:oTf»e,Hfcf^^.^ 
^7:..-;^ 1 a Sr:fhLTA;^$itfc><^5, h 

[0 0 4 7] i-*!:,*,, ^<^tfS^cJ:oT^te,^^fciS{t 

[0 04 8J ^(O^MicX-oxnhHitmm^^^ 

^«*x h 2 4;d»c>iS^t$ixrtfc>-:^s, hffeSt^ 
[0 0 4 91 ^7^3':^S 8litsv>ri4. ccoy-?^^/ 

s-Jv^T. rro^^-^sry Ku^(i*t;s-r 

=^-^1 aJbSl ciooib. Z<Dy<^ry 

^r-l'T!?;*— /I^3 0 0 ir^ts' 2 1 

10 0 5 0] :^Tyys 9{CSoV>r. 4^5/ hl7- 

ix, 4t s/ h l?-^ 2 1 ^c<^^jBI$i^5, 
[0 0 5 11 ^y^-yySHzm*). ^y^y^S 

[O0 5 21 :7r^'r!>;*— /P3 oott, 

aM«co4^ h y-ij- 2 1 h 2 4 
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[0 0 5 3] me ^^mcDmmz^^v'M.^mmLfz 
mmic^^i-'j:o\z. h^im (Bmm) 4in^ ^^yu 

i^-^<4 2 i: F T P (File Transfer Protocol) ^-y< 
4 3i:^Lm^ . :7T^r 71-4 5 $:^LT-fV 

g^4 1^(etXT. -^^^5?-^^^ S4 6(C1^7=^A^^ 

[0 0 5 41 ^7;B<i:t/ig8^#fl^LT. me\c 
^Lrz^o\::. eMjK4 i l^Ug-T^y- h p c 4 4 ;63^ 
rcoM^a^T^O-^-^^/ h4 6(;::1Ki^L. SMja4 1 

10 0 5 5] r^^Ti:!:. y - ^PC4 4l::(^: v i P;5> 
4 4<7)/i^-A/i^— i5't^taXv>5^>co^-t--5o :^7t, ^ 

:7r-Yr^^;i--/U4 5i:y-hPC4 4(^S3&iiSr^* 
^^(Off»;^^ m7L\t. MD5) «:^n-^nteig 

(0O5 6J S7f^, h PC4 4^^i&f^^|g4r^t- 

^^— 5^-^- h-C^)^ ^ Igsfi. :7r>rT5^;#-— /U4 5 

[0 0 5 7] ia7(^;^x>;/>^s 1 1 |;::i3v^r. m 
^-ifjiy-hPC4 4^fflv>x. m!M^<07f>x 

-t'ifch?'^. y— h PC4 4(?5 1 pr Ki^^(i. y— hp 
C4 4;!>s^Si-r^rt(ci:oX^<t;-r:5r^tr/^-5, L 
y ^ h PC 4 4C0V I PT Kw;^*:i^^fc:L 
w<^>J:9I;::LT. ;fe^jtea4 1 (;::«-r^y- h p 

(0 0 5 8] ::^y'yrs I 3(c:^3^^T^i. y — h PC4 

^) 4 5(ra^t-r5o 

[00 5 9] y- h PC4 4;6^(bi^ft$tlT#^:::(^=i 
>- ht3— /Py>'>5r.y y— hPC4 4c^^ 

IEt^-^ (Sl4<Oi3lfi:*:^ h^liE^(C^i£;-f -5) 

(i. iai7!?MEl5^Sr#^Ur±i$L^cii'g^<^[^;mt^:L 
f^PC4 4;dS^4^5"e^^-5;5^g^**^^2SIiE-r'5r ^ 



S2U:i:fev%T. y— hPC4 4;!i^ib(7)c:3> |.a_/^^< 

'^^wi'4 5i^J:9. :=^X';/:7's 2 aii^^att-S^SEt^JS 
^tcS-:5l/>T. y — h PC4 4t'^:^mx^^t^^n^t^^\ 
^^ix^o -t-Z^i^-^. h PC4 4;d5;*:^i;ig;aig^4 

-hPC4 4;dS;jfcife-Cfi/^V>^^J^5ctL7t:^'g^^ j:^^.^ 

^^*^Tt-5o ^PC4 4;d5*^T^-5^ipj^ 

^nfe^-^. ;=^7"5'::^s 2 4{cii;t^^, y— hPC44Xj^ 

;h.5y — h PC 4 4iDV I PT Kw^^t I PT Y\^y^(D 
^m^t^ AMT ^ H -5 o 

[0 0 6 1] ^oT. ^tl.J^^. :7r-<T';7;^--/U4 1 
fi^ AMTiCj:o-Cy — h PC 4 4c??V I PT KV>t^ 

[0 0 6 2] ^SkctJi, :^-^i^^mm4\n<Di^'~iV-^-- 

BU^-^. y— hPC4 4(i, ia7co:^7'5/:/s 1 4 d 

m:^T^Bfm<^V I Py>'<ir.;, h^gMi»4 l(D^-~/U^ 

PC4 4 0KiE7=^— m4<om^^^hmM^\cMJt^ 

[0 0 6 3] :^r^T^^^/U4 ms(Dy^'T-^yzr 

S 2 5(c:i3VNr. y— >PC4 4;6^P>y — /Ulf— y<4 2 
:y>^S 2 6^Cii;^fr, J — VV O 4 4t^h<r>W W y 
y^$«ICS'^^^T. y- hPC4 4(0|g|iE:S:tT9o 

t-. ^<^^viEife*(cS<5v>T, ;^7"s/:ys 2 7ic::fo*v^ 
7r-fT!>:^~7U4 5iC^I9y-hPC4 42)S;^«J 

y-SPC44 

^^^^JJ^^ttSo hPC4 4;^5:*:^^-C^i*V^i:^^J^$ 
:^'t y':fS2^\z.^\^X. :L<r>^<>r y Vt^M. 
m^tlf:iik. ^m^tiT't^o y-hPC44;d5 
^^Xh^tn^^tlft^^. ^y'^yZfS2S\zm^. : 

[0 0 6 4] rni^iJ:*?. V I Py<^<y h\±. y-/n^ 
— -^^4 2(cSiiSL, y— /^4 2(CJ: 19, V I p^N- 

hSry- h PC4 4t;ii£^'t--5o tf?Sooy — yl-;is/^ 
tm*^. 't<^Z,t^m'rf:tF^y<^yh^/-hPC4 4 
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10 0 6 5] -r^iot,^ ±i&[i:.^.<Jr.yh{zn. y-h 
(00 6 6] y-^PC4 4lit^^^Tti, 07w;^xy 

[0 0 6 7] Z(OJ:o(ZLX. W^t^ajjg^fe 

loo 6 8] Siff-Ctt, ^-h^^j/^'SlcOnvf^-^. 

Lyji J: 5 li, V I p -ctt7 T r ;^-/^;JJ^i(, 3 > t* 
^ b 3/ HCS-:JV ^X;g^i^r= ^ _ ^ 05|g 

I0 0 6 9J ±lEl&^ioJ^l!g^ci^^^x»i, ^— tf 

SPC4 4S:fflVNr^-/n^-^-!4 2irr^-t^ 

PC4 4Srffll,^r7r^r!?;j— yW4 5^a;tTgifiiia 
4 lWFTP•t^-^^*4 3JC:ri!'-fe-^L. FTPt^- y<4 

3 ^r^- hPC4 4coRB-C7r'f/w©<toi§t:ffp > i;;j5 

<^^^i'<t>yT-<-j'i^;t~ju4 5^m^x^smst4 \ <n 

FTP-tJ— y>-4 3»cr^-fe;^L, ^Si<D 7 T-C/P 
(0 0 7 01 ±IB3l«S(7)JgJS(cj3V>T«, j^ftJl> 



^^^^^ '-^-^'-*«W*affli-5^i^,;o^^rfftw 

[0 0 7 2] 

^ei-ja«,.r. m2<D/ss#a(cj:9^ ^2ofEig^® 

<#«(CS-^l>T. IEigLT^^S^SS;^jSJcs^^-cm2co 

^^ajcj;*) , ^■''irs/ hSrlS2 0^3. f- !7-^' tc^^jt-f- 
LTV^5e<#«*J iOCgg^;^^^ 

»-r5^i:^3-C#; iifatO-fe:^^^ y7^^^Sr|6I±$-a:5- 
[0 0 7 31 iS*«6{ife«Oii(t5gg{cJ;iT,tt-, iglE 

x^^i}^t^ifi^fS:^i^. mm^m^i.'o. ^ii^sii 

[051 03W7r^'r!>:<— yK^«,f^S.gtl«-^5fcs!, 

I®71 ^SP;a»P>^— /p-t>--y<4 2lcT^-fe:x-t-5i:ir 
<^y- h PC 4 403fift^«§Srij^^7n-f^+_ h-C-fc 
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[08] /— S PC4 4;*;^— /P-y— y<4 2{cr:?-ir;^ 

[??^w|SiMl 

la, lb, Ic ^-y h^~ir^ '^■Sf7:i,^pt., 2 



11 ^<<br-^ hjggij^, 2 1 fcSite^w^.;/ h7- 

2 3 i£^^5; >5r_^^ 2 4 ^tSftjJ^;:?. f., 2 4 
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